VLAN toekenning voor geteduroam gebruikers in NPS

Op basis van de geteduroam username is het mogelijk een VLAN toe te kennen aan verschillende
gebruikersgroepen. De geteduroam username ziet er uit als een random gedeelte @ een optionele
prefix en een domein, zoals: 1r2a3n4d4o5m@student.instelling.geteduroam.nl

In onderstaand voorbeeld is er al een RADIUS Client aangemaakt (voor de Access Points), en een
Remote RADIUS Server om de eduroam verzoeken naartoe te sturen.

Normaliter is er 1 Connection Request Policy voor eduroam gasten (naast eventueel lokale
authenticatie). Maar nu voegen we er meerdere toe, met elk eigen Conditions en Settings.

Dat ziet er na het maken van de policies bijvoorbeeld als volgt uit:
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File Action View Help
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& NPS (Local) Connection Request Policies
v . RADWS cients and Servers
g RADIUS Clients * Connection request policies allow you to designate whether connection requests are processed locally or forwarded to remote RADIUS servers

35 Remote RADIUS Server
v [5] Policies

| Connection Request Po|| Policy Name Status  Processing Order Source

7 Network Policies [=}surf geteduroam nl Enabled 1 Unspecfied

8., Accounting I8 moreelsepark geteduroam nl Enabled 2 Unspecified

M, Templates Management eduroam guests Enabled 3 Unspecfied
| moreelsepark geteduroam.nl

Conditions - If the following conditions are met:

Condtion  Value
User Name @moreelsepark\.geteduroam\.nl$

Settings - Then the following settings are applied:

Setting Value

Authentication Provider Forwarding Request

Authentication Provider Name Test

Tunnel-Medium-Type 802 (includes all 802 media plus Ethemet canonical format)
Tunnel-PvtGroup-ID 123

Tunnel-Type Virtual LANs (VLAN)

Aanmaken Connection Request Policy

De Connection Request Policy begint met de naam. Handig om die een naam te geven die past
bij het realm waar de specifieke settings voor gemaakt moeten worden:

File Action View Help
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New Connection Request Policy X
& NPS (Local)

v (& RADIUS Clients and Servers . Specify Connection Request Policy Name and Connection Type

5 RADIUS Clients
-'E Remote RADIUS Server ‘ You can specify a name for your connection request policy and the type of connections to which the policy is applied.
v [5] Policies

13 Connection Request P | Policy

- Network Policies LElsuf|  Policy name:
85 Accounting Lluse ‘moreelsepark geteduroam.nl|
M Templates Management
Network connection method

Select the type of network access server that sends the connection request to NPS. You can select either the network access server
type or Vendor specific, but neither is required. I your network access server is an 802.1X authenticating switch or wireless access point,
select Unspecffied.

(®) Type of network access server:

Unspecified v
Con () Vendor specfic:
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Hierna komt de mogelijkheid voor het toevoegen van Conditions. Voeg een Condition toe op
User-Name:
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New Connection Request Policy
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Specify Conditions y e ection Request Polic X I
* Specify the that whether this request policy is evaluated for¥l e = B
minimum of one condition is required. Specnfy Conditions

Specify the conditions that determine whether this connection request policy is evaluated for a connection request. A
minimum of one condition is required.
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Conditions: 4
Condtion Value
| Select condition X
e
Select a condition, and then click Add.
User Name A
§» UserName
g The us d by the access client in the RADIUS message. This attribute is a character string that
typically c ame and a user account name.
ol | Connection Properties
I i Access ClientIPv4 Address
* The Access Client IPv4 Address condbion specifies the IPv4 address of the Access Client that is requesting access
i from the RADIUS client.
N w Access ClientIPv6 Address
n u_lz‘ The Access Client IPvE Address condtion specifies the IPvE address of the Access Client that is requesting access
from the RADIUS client.
(e T i L- | Framed Protocol
—~ The Framed Protocol condition restricts the policy to only clients specifying a certain framing protocol for incoming
* packets, such as PPP or SLIP. o
B Cancel
t
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Previous Next Finish
Previous Next Finish Cancel

De Condition is een regular expression, dus het is goed om met de @ te starten (zonder A is dat
niet het begin van de match dus de username matched er voor), dan het gewenste realm, de
punten met een \. en af te sluiten met een $.

Voor moreelsepark.geteduroam.nl is dat bijvoorbeeld:
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Specify Conditions

Specify the conditions that determine whether this connection request policy is evaluated for a connection request. A
minimum of one condition is required. ‘

Select a condition, and then click Add.

User Name
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- Connection Properties
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User Name
The user name ti
typically cont:

AccessClient|
The Access Clies
from the RADIUS

AccessClient|

User Name 1 string that

Specify the user name of the access request message. You can use pattem
matching syntax.

esting access

I @moreelsepark \.geteduroam\.nl$

A
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The Framed Prot & policy to only clients specilying a certan framing protocol for incoming
packets, such as PPP or SLIP. )
|
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ADIUS Cliant.s and Servers| 3 Specify Conditions
| RADIUS Clients
§ Remote RADIUS Server || Specify the conditions that determine whether this connection request policy is evaluated for a connection request. A
olicies minimum of one condition is required.
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1 Network Policies
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,E_?J suf!  C
‘EJ Use Condition Value
&% User Name @moreelsepark \.geteduroam\.nl$




Daarna geven we op dat de authenticatie geforward moet worden naar de eerder geconfigureerde
Remote RADIUS server (die heet hier “Test”):
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New Connection Request Policy X
B NPS (Local)

= ?[’333;‘2:‘ “’t‘d Servers ‘ Specify Connection Request Forwarding
ients
ﬁ Remote RADIUS Server _J * The connection request can be authenticated by the local server or it can be forwarded to RADIUS servers in a
, I_EJ Policies remote RADIUS server group.

12 Connection Request Po| | Policy
7] Network Policies =
B Accounting
. M Templates Management

If the policy conditions match the connection request. these settings are applied.

Settings:
;t:v:‘a;;ill ing Connecion Specify whether connection requests are processed locally, are forwarded to remote
RADIUS servers for authentication, or are accepted without authentication.

- 8, Accounting O Authenticate requests on this server _

(® Forward requests to the following remote RADIUS server group for authentication:

= Test v New...

O Accept users without validating credentials

Previous |[_Net || Fnsh | Cancel |

Hierna voegen we settings toe die we willen toekennen aan deze gebruikers:

v &m|
e ———— New Connection Request Policy X
3S (Local)

RADIUS Clientf and Servers ‘ conﬁgure Settings
5 RADIUS Clients
55 Remote RADIUS Server NPS applies settings to the connection request if all of the connection request policy conditions forthe policy are
' Policies matched.
12 Connection Request Po| | Policy
(5] Network Policies :é surf|  Configure the settings for this network policy.
| Accounting =fUse| I condiions match the connection request and the policy grants access, settings are applied.
| Templates Management Settings:
Specify aRealmName To send addtional attributes to RADIUS clients, select a RADIUS standard attribute, and
3} Attribute then click Edit. If you do not configure an attribute, it is not sent to RADIUS clients. See
; your RADIUS client documentation for required attributes.
RADIUS Attributes
Vendor Specific Attrbutes:
— Name Value
Con
Settir Add... Edit_ Remove
Sett
s | | [ oo |




Voor VLAN toekenning werkt de meeste Wi-Fi hardware met de Tunnel-Private-Group-Id, Tunnel-
Type en Tunnel-Medium-Type attributen. Deze voegen we stuk voor stuk toe. In het Tunnel-Pvt-
Group-ID (zoals NPS ‘m noemt) komt het VLAN ID.
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En de Tunnel-Type en Tunnel-Medium-Type zijn gangbaar:
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3dd a custol A Attribute Information X then click
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Het overzicht is dan als volgt:

@ New Connection Request Policy X

i

1d Servers 3 Configure Settings

s

JS Server — * NPS applies settings to the connection request if all of the connection request policy conditions forthe policy are
matched.

equest Po|| Policy
ies [Efsuf|  Configure the settings for this network policy.
EJUse If conditions match the connection request and the policy grants access, settings are applied.

it
emen Settings:

Specify aRealm Name

To send additional attributes to RADIUS clients, select a RADIUS standard attribute, and
£ Attibute then click Edi. If you do not configure an attribute, it is not sent to RADIUS clients. See
RADIUS At your RADIUS client documentation for required attributes.

rd

Cond Vendor Specific Attributes:
— Name Value
Con Tunnel-Medium-Type 802 (includes all 802 media plus Ethemet canonical for...
Tunnel-Pvt-Group-ID 123
Tunnel-Type Virtual LANs (VLAN)
Settir Add... Edit Remove
Sett
| Previous Next Finish Cancel

En de laatste stap voor vat alle settings samen:

e mvuun view

s | 2 E H &
0cal
-3 ?Dgéﬁi;g_‘ a;“’ Servers g Completing Connection Request Policy Wizard
ients |
35 Remote RADIUS Server — *

¢ [5] Policies
12 Connection Request Po| | Policy
[Z] Network Policies %Sﬂff You have successfully created the following connection request policy:
B, Accounting 1=fUse ) X "
, WMl Templates Management L =
Policy
Condtion  Value
iUser Name \. nls.

g]|§ I‘

Policy settings:
Condttion Value
Authentication Provider Forwarding Request
Authentication Provider Name  Test
Tunnel-Medium-Type 802 (includes all 802 media plus Ethemet canonical format)
Tunnel-Pvt-Group-ID 123
Tunnel-Type Virtual LANs (VLAN)

g[8 |

To close this wizard, click Finish.

De volgorde van Connection Request Policies is belangrijk; dus eerst de meest specifieke
matches voor het doorzetten van alle overblijvende requests.
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